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Schnorr Properties

● Linear Properties

● Validator
○ Batch verification (Reduced Cost)
○ Security Proof (Security)
○ Non-malleable encoding (Security)

● User
○ “Tweakable” Musig
○ Commitments/Adaptor Signatures/DiscreteLogContracts
○ Schemes above indistinguishable from single pk(key).
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Taproot - Keypath Spend



Taproot - Scriptpath Spend



Taproot - Scriptpath Spend



Taproot Descriptor



Tapscript

● Versioning
○ Versioned Tapleaf 
○ op_code upgradability (OP_SUCCESSx)

● Checksig
○ Verifies Schnorr signatures
○ Checkmultisig -> checksigadd (batch verifiable)

● Malleability
○ Schnorr signatures encoding is non-malleable
○ OP_IF , must consume 1

● Transaction Digest
○ Spendtype: Bit 2 set (Must be unset for keypath spend)
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Policy Language & Miniscript

● Proposed by Sipa (Pieter Wuille)
○ Miniscript Presentation, Stanford 2019
○ bitcoin.sipa.be/miniscript

● Andrew Poelstra 
○ Miniscript Compiler in Rust



Policy Language

“Non-terminal” Expressions
● and(EXPR, EXPR)
● or(EXPR, EXPR)
● thresh(n, EXPR, EXPR, ...)

“Terminal” Expressions
● pk(key)
● time(n) - (relative/absolute)
● hash(hex)
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Policy Language

● Timelocked Pubkey Output.
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Policy Language

● Multisignature Output 

● Spendable by a back-up key after timeout
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Policy Language

● Hash Time-locked Contract (HTLC - revocation)

● Lightning Routing



Policy to Bitcoin Script

● Satisfiable non-malleable witness

● Spendable by wallets

○ Composible primitives

○ “Subset of Bitcoin Script”
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Tapscript/Taptree Compilation
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Tapscript/Taptree Compilation

Privacy 
Reduction

Compiler determines 
Taproot tree depth 
for optimal cost.



Policy Language & Taproot

● Privacy:

○ Exclusion of other conditions from same Tapscript

○ pk(key) : [hash(hex), time(100)]

● Cost optimization

○ Probability-weighted spending cost for script paths.



Thank you and questions?


