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Schnorr Properties

e Linear Properties

e Validator
o Batch verification (Reduced Cost)
o Security Proof (Security)
o Non-malleable encoding (Security)

e User
o “Tweakable" Musig
o Commitments/Adaptor Signatures/DiscretelLogContracts
o Schemes above indistinguishable from single pkikey).
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Tweaking Schnorr for Taproot

Schnorr Sig:
S =R + H(R|P|m)xG

Nonce Private key
Message(sighash)

Signature Public Key
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Tweaking Schnorr for Taproot

Schnorr Sig:
S =R + H(R|Q|m)qG

Nonce Private key
Message(sighash)

Signature Public Key

Key Tweak:
g=x+t
Q=P+ T

‘ Tweak
Internal Key
Taproot Output Key
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Tweaking Schnorr for Taproot

Schnorr Sig:
S =R + H(R|Q|m)qG

Nonce
Message(sighash)

Private key
Signature Public Key

Co-ownership with single pk:
P

musig(keys)

Key Tweak:
g=x+t
Q=P+ T
‘ #weak

Internal Key
Taproot Output Key
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Taproot - Keypath Spend

Taproot Output Script Spending Witness
[61] [33B pubkey Q] < [sig]
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Taproot - Scriptpath Spend

Taproot Output Script Spending Witness
[61] [33B pubkey Q] < [initial stack]
[script]

[controlblock]

chaincc de



Taproot - Scriptpath Spend

Taproot Output Script Spending Witness
[01] [33B pubkey Q] <« (initial stack]
= P + tG [script]

controlblock]
O/\ LTaproo‘c Inclusion Proof
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Taproot Descriptor

tap(pk, [tree])

AN
VAN

tap(pk, [[ts(pk(key®)),ts(pk(key1))], [ts(pk(key2)), [ts(pk(key3)),ts(csa(keys))]]])
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Tapscript

e Versioning
o Versioned Tapleaf
o op_code upgradability (OP_SUCCESSX)

e Checksig
o Verifies Schnorr signatures
o Checkmultisig -> checksigadd (batch verifiable)

e Malleability
o Schnorr signatures encoding is hon-malleable
o OP_IF, must consume 1

e Transaction Digest
o Spendtype: Bit 2 set (Must be unset for keypath spend)
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Policy Language & Miniscript

e Proposed by Sipa (Pieter Wuille)
o Miniscript Presentation, Stanford 2019
o bitcoin.sipa.be/miniscript

e Andrew Poelstra
o Miniscript Compiler in Rust
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Policy Language

“Non-terminal” Expressions
e and(EXPR, EXPR)
e Or(EXPR, EXPR)
e thresh(n, EXPR, EXPR, ..)

“Terminal” Expressions
o pkikey)
e time(n) - (relative/absolute)
e hash(hex)
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Policy Language

and(pk(key),time(100))
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Policy Language

and(pk(key),time(100))

e Timelocked Pubkey Output.
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Policy Language

or( ¢ , L)
{ and(time(1000), pk(key3))

thresh(2,pk(key0), pk(key1), pk(key2))
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Policy Language

or( ¢ , L)
and(time(1000), pk(key3))

thresh(2,pk(key0), pk(key1), pk(key2))

e Multisignature Output
e Spendable by a back-up key after timeout
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Policy Language

or( ¢ , L)
{ and(hash(hex), pk(key®9))

and(time(100), pk(key1))
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Policy Language

or( ¢ , L)
and(hash(hex), pk(key®9))

and(time(100), pk(key1))

e Hash Time-locked Contract (HTLC - revocation)

e Lightning Routing
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Policy to Bitcoin Script

Policy Bitcoin Script
pk, hash, time e Satisflable non-malleable witness
% and ¥ e Spendable by wallets

o Composible primitives
X or Z 7 o "Subset of Bitcoin Script’
threshold °
wrappers
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Miniscript

. Compiles to .. . Expands to
Policy » Miniscript

Y

Bitcoin Script
pk, hash, time

and(X,Y)

or(X,Y)

thresh(n,X,Y,..)
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Miniscript

Compiles to

Policy >

pk, hash, time
and(X,Y)
or(X,Y)

thresh(n,X,Y,..)

Miniscript

Expands to

pk (key)
pk_h(keyhash)
older(n)
after(n)
sha256(h)

ripemd160(h)

> Bitcoin Script

key

DUP HASH160 keyhash EQUALVERIFY

n CHECKSEQUENCEVERIFY

n CHECKLOCKTIMEVERIFY

SIZE 32 EQUALVERIFY SHA256 h EQUAL

SIZE 32 EQUALVERIFY RIPEMD160 h EQUAL

cnainc..ae



Miniscript

Compiles to

Policy >

pk, hash, time
and(X,Y)
or(X,Y)

thresh(n,X,Y,..)

Miniscript
and_v(X,Y)
and_b(X,Y)

and_n(X,Y)

Expands to

Y

Bitcoin Script

[x] [Y]
[X] [Y] BOOLAND

[X] NOTIF @ ELSE [Y] ENDIF
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Miniscript

Policy Compiles to Miniscript Expands to Bitcoin Script
pk, hash, time or_b(X,Z) [X] [Z] BOOLOR
and(X,Y) or_d(X,Z) [X] IFDUP NOTIF [Z] ENDIF
or(X,Y) or_c(X,2Z) [X] NOTIF [Z] ENDIF
thresh(n,X,Y,..) or_i(X,Z) IF [X] ELSE [Z] ENDIF
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Miniscript

. Compiles to .. . Expands to . . )
Policy > Miniscript > Bitcoin Script
pk, hash, time thresh(k, ...) [X1] ([Xi] ADD)*(n-1) k EQUAL
and(X,Y) thresh_m(k,...) k key_1 ... key_n n CHECKMULTISIG

or(X,Y)

thresh(n,X,Y,..)
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Miniscript

Compiles to

-

Policy
pk, hash, time
and(X,Y)
or(X,Y)

thresh(n,X,Y,..)

>

.. . Expands to . .
Miniscript » Bitcoiln
Wrappers
a:X TOALTSTACK [X] FROMALTSTACK
s:X SWAP [X]
c:X [X] CHECKSIG
t:X [X] 1
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Policy to Taproot & Tapscript

Policy Tapscript(s)

pk, hash, time

and(X,Y) //////Il\\\\\\

or(X,Z)

w2 NN
N
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Policy to Taproot & Tapscipt

and(pk(key0),or(or(time(1000),hash(hex)), pk(key1)))
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Policy Abstract Syntax Tree

and(pk(key0),or(or(time(1000),hash(hex)), pk(key1)))

Qﬁ\
pk (key®) /or\
/\ pk (key1)

time(1000) hash(hex)
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Policy Abstract Syntax Tree

and(pk(key@),or(or(time(1000),hash(hex)), pk(key1)))

/\ and(pk(key®@), pk(key1))
pk(key®) /)'\
/N\] pk (key1)

time(1000) hash(hex)
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Policy Abstract Syntax Tree

and(pk(key@),or(or(time(1000),hash(hex)), pk(key1)))

/\ and(pk(key®), pk(key1))
® OR
pk(key®) //////;:\\\\\}3 and(pk(key®@), hash(hex))

/N\O pk (key1)

time(1000) hash(hex)
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Policy Abstract Syntax Tree

and(pk(key@),or(or(time(1000),hash(hex)), pk(key1)))

/\ and(pk(key®), pk(key1))
® OR
pk(key®) //////;:\\\\\XD and(pk(key®@), hash(hex))

or pk (key1) Ok
and(pk(key0),time(1000))

time(1000) hash(hex)
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Policy Abstract Syntax Tree

and(pk(key@),or(or(time(1000),hash(hex)), pk(key1)))

Cr////////gi:\\\\\\\\\ 2/3 and(pk(key@), pk(key1))
» OR

pk (key®) Lz or 21

1715 and(pk(key@),hash(hex))

@

OR
"5 o\ T pk(key1)
4115 and(pk(key@),time(1000))

time(1000) hash(hex)
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Tapscript/Taptree Compilation

A Higher Likelihood
of Execution 2/3
@

and(pk(key®), pk(key1)) 1/15 4/15

|
and(pk(key0), hash(hex))

and(pk(key0),time(16000))
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Tapscript/Taptree Compilation

A Higher Likelihood

of Execution 2/3

and(pk(key®), pk(key1)) 1/15 4/15

|
and(pk(key0), hash(hex))

{ and(pk(key0),time(16000))

! |

Tapscript Tapscript Tapscript chainccde



Tapscript/Taptree Compilation

and(pk(key®9), pk(key1)) or(
and(pk (key@),hash(hex)),
and(pk(key0),time(1000)
)
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Tapscript/Taptree Compilation

O

or(
and(pk(key®), pk(key1)),
or(

and(pk(key®), hash(hex)),

and(pk(key0),time(1000)
)
)
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Tapscript/Taptree Compilation

Privacy
Reduction

O

or(
and(pk(key®), pk(key1)),
or(

and(pk(key®),hash(hex)),

and(pk(key0),time(1000)
)

Compiler determines
Taproot tree depth
for optimal cost.
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Policy Language & Taproot

e Privacy:
o Exclusion of other conditions from same Tapscript

o pkikey): [hash(hex), time(100)]

e Cost optimization

o Probability-weighted spending cost for script paths.
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Thank you and questions?
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